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Motivation

e Relational logics are well suited for modelling linked data structures.
e Transitive closure (TC) plays a distinguished role.
e All instances of Tree are acyclic:

Vt: Tree. t ¢ t.(left U right)*
e The data d occurs at most once in the tree t:

#((t . (left U right)*) N (data. d)) < 1
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Alloy — a typed first-order relational language.

e Alloy Analyzer — bounded model finder

Alloy Analyzer

instance
Alloy spec |

Scope l,| (kodkod) Prop. SAT Solver | [ .

formula

?

e AlloyPF — our framework for proving Alloy specifications

= Translator CE

AlloyPF
f i i
Alloy + Scope | 1 i
' - Alloy Analyzer i AlloyPE i Kelloy
==t SAT solver TP SMT solver =9 KeY
PROOF CE CE / PROOF PROOF

bounded-verification mode T full-verification mode



Motivation

Motivation

Alloy — a typed first-order relational language.

e Alloy Analyzer — bounded model finder

Alloy Analyzer

instance
Alloy spec |

Scope l,| (kodkod) Prop. SAT Solver | [ .

formula

?

e AlloyPF — our framework for proving Alloy specifications

= Translator CE

AlloyPF
f i i
Alloy + Scope | { i
' - Alloy Analyzer i AlloyPE i Kelloy
==t SAT solver " P SMT solver =9 KeY
PROOF CE CE / PROOF PROOF

bounded-verification mode T full-verification mode



Motivation

AlloyPF
i i i
Alloy + Scope | { i
! - Alloy Analyzer AlloyPE i Kelloy
e SAT solver TP SMT solver e KeY
PROOF CE CE / PROOF PROOF

CE: counterexample | |

l bounded-verification mode full-verification mode

e RFOL — Pure first-order encoding of relational operators

e The exceptions are: TC, set cardinality and ordering
e For these operators, the integer theory is involved

e SMT based reasoning — full automatic
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ArLoy ANALYZER | OUR ANALYsIs BY Z3 |

PROBLEM [ ASSERTION | Score | Tive (sec) | TiMe (sEc) | ResuLt |
address book delUndoesAdd 31 80.91 0.00 proved
addldempotent 31 112.66 0.01 proved
coM theoreml 14 175.46 0.00 proved
theorem2 14 177.97 0.00 proved
theorem3 14 168.51 0.00 proved
theorem4a 14 174.89 0.00 proved
theorem4b 14 166.68 0.00 proved
abstract memory writeRead 44 179.44 0.00 proved
writeldempotent 29 98.67 0.03 proved
media assets hidePreservesinv 87 86.03 0.00 proved
pasteAffectsHidden 29 138.34 0.00 proved
mark sweep soundnessl 9 81.52 TO -
soundness2 8 28.84 TO -
completeness 7 32.52 TO -
nQueen solCondition 73 173.51 0.05 proved
address book addLocal 3 0.05 0.10 sound CE
media assets cutPaste 3 0.19 0.06 sound CE
own grandpa ownGrandpa 4 0.01 0.12 sound CE
nQueen 15Queens 15 4.95 13.53 sound CE

Table : Experiment results of FM'2011
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Research Questions

e |s there a logic fragment for the integer based axiomatization?
e |s the integer theory really necessary for this fragment?

e What kind of axiomatization can help beyond this fragment?
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WTC Axiomatization

e (Usual) Integer based TC Axiomatization
Vx1, x2. (x1,%2) € teg «» In. (x1,x2) € R"
e Weak first-order TC axiomatization (WTC)

VX1,X2. (X17X2) eER— (X17X2) € tcr
Vx1, X2, X3. (x1,X%2) € tcr A (x2,Xx3) € tcg — (x1,x3) € tcr

Algorithm
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WTC Complete Fragment — w.r.t. R-Paths
FONF .

"'\/(al,bl)ﬁétCR\/..A

:::\/(az,bz)EtCR\/...

~~~\/(32,b2)¢tCRV...

WTC: R C tcg
Transitive(tcg)

Theorem (WTC complete fragment)

Let F be a first-order relational formula, R a binary relations, and u a

tuple where the R-path (literal) u € tcg occurs only negative in FNF.

Then, F is unsatisfiable modulo T¢ , iff it is unsatisfiable modulo T ¥T¢.
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WTC Complete Fragment — w.r.t. R-Paths
[
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| Arvoy AnaLyzer | OUr ANALYsIS BY Z3 |
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( positive R-paths! j
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Semantical Extension of WTC Fragment

o WTC-Theorem
e Provides a syntactical def. of safe R-paths
e Provides a syntactical def. of unsafe R-paths (UP)
e However, unsafe is not precise enough
o Essential R-paths — semantical extension of unsafe
Definition
Given a binary relation R and a refutable first-order relational formula F

modulo 7%, then an unsafe R-path p € UP is essential if there exists a
model M of F where

Vp/ € UP\{p} M(tCR)‘M(pL) = M(R)J'_‘M(pz) and
M(ter) m(p) = MR)YT | (o)

e Use of R™ makes it impractical — heuristics are needed
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Essential R-Paths — Bounded Isolation

Assuming F is refutable

F:
~~~\/(al,b1)6tcR\/...

-~V (a,b)etcr V...
"‘\/(az,bg)EfCR\/,..

WTC: R C tcp
Transitive(tcg)

Algorithm
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Essential R-Paths — Bounded Isolation

Assuming F is refutable
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Essential R-Paths — Bounded Isolation

Assuming F is refutable

FlFa,b): . )
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Essential R-Paths — Bounded Isolation

Assuming F is refutable

Fllan) : .
~V(a, b)) € Ui, RTV - V. U R C RT
1<i<n
-V (a,b) € teg V...
~~~\/(a2,b2) EUISignRiv"‘
WTC : R C tcg
Transitive(tcg)

Algorithm



Motivation WTC p-Invariants Evaluation Algorithm

Essential R-Paths — Bounded Isolation

Assuming F is refutable

F|(°:7b):

<-V(a, b)) ERT V... V. U ngR+
1<i<n
--V(a,b)etcr V...
M= Fllp = MEFI5s
V(b)) ERT VL.

WTC : R C ter
Transitive(tcg)
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Essential R-Paths — Bounded Isolation

Assuming F is refutable

F|(°:7b) N
<-V(a, b)) ERT V... Vn. U R C R*
1<i<n
--V(a,b)etcr V...
Ml:F\ga.b)—)M}:F\E’:,b)
V(b)) ERT VL.
Fir if | SAT then pis essential
wrc: RS ter (@b) ™ ) else  then p is not essential with conf. n
Transitive(tcg)
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Semantical Extension of WTC Fragment

Definition (bounded R-path isolation)

Let R be a binary relation, F a first-order relational formula, p a difficult
R-path in F and n a positive natural number. Then, the n confident

isolation of p in F is

FIr ::F[ue U R"/ugtcR|(uetcR)eUP\{p}]

1<i<n

e If F|] is satisfiable then p is essential,

e otherwise p is not essential (with confidence n).

e As long as F|;’, is satisfiable further handling of p is needed,
otherwise not.

Algorithm
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Example
Types : Heap, Obj Rels : ref C Heap x Obj x Obj, mark C: Heap x Obj
Consts : hg, ..., hs : Heap, root, live : Obj Funs : tcy,ref - Heap — Obj x Obj

F: (1) hyemark =0

(2) ho . ref C hy . ref

(3) Yn.=((root, n) € tep.rer(h1)) V n € hy « mark

(4) hy.ref C hy.ref

(5) Yn.=(n ¢ hy.mark)V n.(h3.ref) =10

(6) Vn.—(n € hy . mark)V n.(h3.ref) = n.(hy.ref)
(7) (root, live) € tcy.rer(ho)
(8) live. (hg « ref) & live . (hs . ref)

WTC: (9) Vh. h.ref C tcp.rer(h)
(10) Vh. Transitive(tcy.rer(h))
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F: (1) hyemark =0
(2) ho ref C hy . ref The only essential R-path p:
(3) Yn.=((root, n) € tep.rer(h1)) V n € hy « mark (root, live) € tcy.rer(ho)
(4) hy.ref C hy.ref
(5) Vn —(n¢ hy.mark)V n.(hs.ref) =0 p-invariant ¢[n]:
(6) ¥n.~(n € hy.mark)V n.(hs.ref) = n.(hy.ref) | n€ ha.mark
(7) (root, live) € tcp.rer(ho)
(8) live. (hg « ref) & live . (hs . ref)
WTC: (9) Vh. h.ref C tcp.rer(h)
(10) Vh. Transitive(tcy.rer(h))

Appry : root .. R live + TC-Ind

>1
Apprp: VYR,S:Rel. RCS— Rt C St

Apprs :  detection and injection of R-path invariants
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WTC p-Invariants Evaluation Algorithm
Example
Types : Heap, Obj Rels : ref C Heap x Obj x Obj, mark C: Heap x Obj
Consts : hg, ..., h3 : Heap, root, live : Obj Funs : tcy,ref - Heap — Obj x Obj

The only essential R-path p:
(root, live) € tcp.rer(ho)

p-invariant ¢[n]:
n € hy . mark

Modified F (unsat modulo WTC):
FA
Vx. (root,x) € tcy.ref(ho) — x € ha « mark

Appry : root .. R live + TC-Ind

>1

Apprp: VYR,S:Rel. RCS— Rt C St

Apprs :  detection and injection of R-path invariants
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p-Invariants

* Definition (R-invariant)
Let F be a first-order formula and R a binary relation. Then, a formula
¢[x] is a (forward) R-invariant with respect to x, F and a theory T if

F =7 ¥x1, x0. o[x1/x] A (x1,x2) € R — ¢[x2/x].

* Definition (p-invariant)
Let F be a first-order formula, R a binary relation and p an R-path of
the form (a, b) € tcg. Then, a (forward) R-invariant formula ¢[x] is
(forward) p-invariant with respect to x, F and a theory T if a is ground
and

F E7Yx. (a,x2) € R — ¢[x2/x].
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Main Theorem

Theorem (Main theorem)

Let R be a binary relation, F a first-order relational formula and p a
difficult R-path of the form (a, b) € tcg in a clause C of F. If F is
refutable modulo T [SM2 but satisfiable modulo Ti¢ |, then there exists

tcal ()
a p-invariant @[x] w.r.t. x, F\ C and TWI¢,, such that
FAC Epure | —lb/A] and (1)

(Vx2. (a, x2) € tcg — @[x2/x]) A F is refutable modulo TV1¢,,. (2)
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Path-Invariant Search Space

1 Fil « CNF(F); F  F'; ne 1

2 for p:=(ps, pe) € tcg € EP" do

3 Fix ps for forward p-inv (pe for backward)

4 if ps € Ground then

5 || for gl C (F\ Gy) do

6 for x; € {x1.,} with pe E type(x;) do

7 (1) Check @[x1:pn] of p-invariant w.r.t. ps, x;, F"
8 L (2) Check abstractions of ¢[x1:n]

9 else

10 Create ground p' := (p., p.) € tcg via inst. up to comp. 1
11 if (Vp'. unsat(F[p'/p]|})) A sat(F|;) then

12 L Further/General techniques are needed

13 if Vp: EP". unsat(F|;) then
1 [ nen+l

15 return F
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Evaluation

BENCHMARKS RESULT | ALL/UNS/Ess PATHS | CHE. p-INV | INJ. p-INV | TIME
addrbook-addldempotent proved 5/2/0 0 0 0,08
addrbook-delUndoesAdd proved 5/2/0 0 0 0,10
addrbooktrace-addldempotent proved 23/17/0 0 0 0,25
addrbooktrace-delUndoesAdd proved 20/14/0 0 0 0,21
addrbooktrace-lookupYields-use proved 22/13/0 0 0 0,24
grandpa-noSelfFather proved 6/3/0 0 0 0.09
grandpa-noSelfGrandpa proved 6/3/0 0 0 0.09
com-theorem1 proved 5/2/0 0 0 0,18
com-theorem?2 proved 5/2/0 0 0 1.73
com-theorem3 proved 5/2/0 0 0 0.24
com-theorem4a proved 5/2/0 0 0 0.25
com-theorem4b proved 5/2/0 0 0 0.13
filesystem-noDirAliases proved 7/4/0 0 0 0.12
filesystem-someDir proved 5/3/1 2 1 0.15
marksweepgc-soundnessl proved 15/9/1 38 1 9,29
marksweepgc-soundness2 proved 16 /10/2 75 2 5,92
marksweepgc-completeness proved 16 /8/2 1021 159 66,58
addrbooktrace-lookupYields-proof | proved 18/11/2 271 41 79,67
hotelroom-locking timeout 6/3/1 - - -

Jjavatypes-soundess timeout 116 /19 / - - - -
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Related Work

e General approaches for proving Alloy

Prioni [RMICS'2003] relies on first-order interactive theorem proving
Dynamite [TACAS'2007] relies on higher-order theorem proving
Kelloy [TACAS'2012] relies on first-order interactive theorem proving
In general interactive

— TC reasoning via general induction and/or general TC lemmas

e Transitive closure specific approaches

e Functional Reachability [POPL'1983] proposes a fix set of FO TC axioms
— fix incompleteness

e Revisited and extended in [TOPLAS'1998, POPL'2006, Van Eijck'2008]

e Simulating Reachability [CADE'2005] proposes 3 axiom schemas for TC
— similar to ours in generating context specific TC lemmas
— no essential paths, no path isolation, not R-path directed, only unary
formulas, no abstractions

e Well established tools in induction automation

e e.g. ACL2 and IsaPlanner use similar search algorithms (lemma calculation)
— implementation can profit form their ideas
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Conclusion

A fully automatic approach for proving Alloy spec. involving TC
e Syntactic detection of unsafe R-paths
o Heuristic detection/isolation of essential R-paths — increases confidence
e Complete first-order axiomatization of non essential R-paths
e Directed detection and injection of essential p-invariants

Assumes refutable input formula — bounded verification helps

Rely completely on unbounded SMT solving
Future Works:
— Reduction of subsumption (p-invariants, instantiations, abstractions)
— Prioritization Heuristics (clauses, p-invariants, instantiations, abstractions)
— Further investigation of essential R-paths with non ground boundaries
— More BFS resp. more DFS-breaking criteria
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WTC

p-Invariants Evaluation

Algorithm for Detecting p-invariants

Fini  CNF(F); F ¢ Fi"; ¢ 1

repeat

for p = (ps. pe) € tcg € {p € UP(F™) | sat(F™|2)} do
for <pg,d> e {<ps,1> <pe,—1>} do

if p; € Gr then
F < pathlnv(p, p, pg, F, F™, R, d,n)
if unsat(F) then
L return F
else
X1:n  Var(pg)
for p' := (pl, pL.) € tcr € {plav:n/x1nlla; € sUFGT(x)}
do
if sat(F[p'/p]|},) then
Py d?p;:pL
F < pathinv(p, p', py, F, F™, R, d, n)
if unsat(F) then
| return F

if (Vp'. unsat(F[p'/p|},)) A sat(F|;) then
L Further/General techniques are needed

if Vp: EP. unsat(F|[}) then
L n<—n+1

until F and n are unchanged,

return £

Algorithm
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Algorithm for Detecting p-invariants

Data: p,p/, p, F, FiMi . Term,RC T x T,d,n: Int
1 for o[x1.n) € (F™\ Cp) with pg E type(x;) do

2 for x; € {x1.,} do

3 F < concPathlnv(ep, p,p', pg, F, Fini x;,R,d, n)
4 if unsat(F([p'/p]|},) then

5 L return F

6 return F

Algo. 2: pathinv

Data: ¢, p,p', pg, F, Fii: Term,x: Var, RC T x T,

d,n: Int

1 for ¢i[x] C ¢ do

FNENPUNINY

F < checkPathinv(yp;, x, pg, F, R, d)
if unsat(F[p'/p]|},) then
L return F

5 for ¢l[x] € abst(p;, F™, x, R, n) do

6 F < checkPathinv(¢}, x, pg, F, R, d)
7 if unsat(F[p’/p]\g,) then

8 L return F

9 return F

Algo. 3: ConcPathinv
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Motivation WTC p-Invariants Evaluation

Abstraction Rules

Abst;: Variable instantiations with essential ground terms of complexity r
(using a modified version of our work [SMT'2013])

Absty: ¢ == (IV prest), (0] V Crest) € CNF(F) =
0~ P[Crest / ]

Abstz: ¢ = (_‘¢(t) \ Wrest)7 ti=pgy =
o pl(. x — £V (£.0)% € ter = 6(x)) / o(0)

Algorithm
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